HEAKMNESSES 1IN
SATELLITE
TELEVISION

PROTECT IE'I]II;I SCHEMES

“"HOW I LEARNED TO LOVE THE DISH®"

A PRESENTATION BY

A

DEFCON 12
JULY 50 2004
LAS VEGAS



LEGAL HARMINMNGTF

*MANY TOPICS COVERED MAY
BE ILLEGALTYT

e "EXCEPT A5 OTHERMWISE SPECIFICALLY PROVIDED IN THIS
CHAPTER ANY PERSON HWHO - INTENTIONALLY INTERCEPTS:
ENDEAVORS TO INTERCEPT: OR PROCURES ANY OTHER PERSONMN TO
INTERCEPT OR ENDEAVOR TO INTERCEPT: ANY WIRE: ORAL: OR

ELECTRONIC COMMUNICATION. " 18 U. 5. C. 2511 (1) tA). -
HTTP: " “HHH4. LAKW. CORNELL. EDUSUSCODE-"15-2511. HTHML

* "NO PERSON SHALL INTERCEPT OR RECEIVE OR ASS5IST IN
INTERCEPTING OR RECEIVING ANY COMMUNICATIONS SERVICE
OFFERED OVER A CABLE SY¥STEM: UNLESS SPECIFICALLY
AUTHORIZED TO DO 50 BY A CABLE OPERATOR OR AS MAY

OTHERKWISE BE SPECIFICALLY AUTHORIZED BY LAMWK. ¥ 47 U. 5. C.
993 (A (1) - HTTP: - HHH4. LAW. CORNELL. EDUA-USCODE-47.7553. HTHML

* "DOING THINGS THAT BIG CORPORATIONS DON'T WANT YOU TO
DO IS TLLEGAL AND IMMORAL. ™" A'S TAKE ON THE DMCA

* CHECK 0OUT *"DMCA» THEN AND NOW" BY DARIO D. DIAZy SUNDAY
AT 11:00AM FOR MORE INFO ABOUT THE DMCA
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SATELLITE VIDED
TECHNOLOGY

UAZLZTI LAYERED APPROACH

* PHYS5ICAL - RADIO LEVEL

- FREQUENCY
* C-BAND
* KU-BAND
* KA-BAND

- ORIBITAL LOCAT ION
- FOOTPRINT



FREGUENCY

UPLINK (MHz): (5925 — 6425)

Vertical 5845 e 6025 G5 G105 G145 185 s GES et E345 6385

°* THE THO
H n J n E Harizontal K965 G005 BO45 05 B1ZS B85 i 24 fiais 5315 6365 BA05
FREGENCY DOWNLINK (MHz]: (3700 - 4200)
E l':. H [:. E I:'. E E Herizontal 3720 3760 3800 840 383 920 3960 4000 04D 408D 0 4160
THE <C-BAND
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g E L H L ? H E D F Bencon 1; 3700.5 MH: [V Beacon & 415995 MHz (H)
- 4 G H z n H n UPLINK (MHz): (14000 — 14500
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Ty
1 1 G H E Horizamtal 11720 11750 11300 11840 11880 11920 11860 12000 12040 12080 12120 12160
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Baacom: 12198 MHz (H)



THE CLARKE BELT

320 TS6KM UP
FROM THE

EQUATOR

http://science.nasa.gov/Realtime/jtrack/3d/JTrack3d.html




FOOTPRINT

* THE
FOOTPRINT-
OR COVERAGE
AREA COULD
BE AS LARGE
AS A
HEMISPHERE
OR AS SMALL

AS A CITY.
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SATELLITE VIDED
TECHNOLOGY

UAZLZTI LAYERED APPROACH

* ENCODING

- ANALOGUE

°* NTS5C
°* PAL
- DIGITAL

* BP5SK
°* PSK
* 5SP5SK
*162AM



SATELLITE VIDED
TECHNOLOGY

UAZLZTI LAYERED APPROACH

* TRANSPORT 5¥STEM - ALL MPEG BASED

- DCITI

°* OWMNED EBEBY MOTOROLA
* CLOSED STANDARD
- D55

* ONLY USED IN NORTH AMERICA
- DVB

°* OPEN S5TANDARD
* MOS5T USED
- IS5DB

* ONLY USED IN .JAPAN



SATELLITE VIDED
TECHNOLOGY

UAZLZTI LAYERED APPROACH

* PROTECTION SY¥5TEMS

- DCIT

* MEDIACTIPHER
- UNBROKEN
- DSS
* VMIDEOGAURD

*° HAS BEEN DEFEATED MANY TIMES
http://www.dssdirect.tv/history of dss_testing 23 ctg.htm

- DVB

°* OPEN S5TANDARD 50 MANY DIFFERENT
SYS5TEMS HAVE BEEN USED



SATELLITE VIDED
TECHNOLOGY

UAZLZTI LAYERED APPROACH

* POPULAR DVE PROTECTION SY5TEMS

- NAGRAVISION 1 - DEFEATED

- ALADIN [(NAGRAVISIONZ) PARTIAL DEFEAT
- POWMERVWU -

- IRDETO 1 - DEFEATED

- IRDETO 2 - PARTIAL DEFEAT

- SECA 1 - DEFEATED

- SECA 2 - DEFEATED

- ¥WIAACCESS - DEFEATED

- CONAX - PARTIAL DEFEAT



SATELLITE VIDED
TECHNOLOGY

UAZLZTI LAYERED APPROACH

* CONTENT LAYER

- AUD IO
* MUSICAM I[(MP2Z2)
* AC3
- VIDEO
°* MPEGZ - MANY VARIABLES
- RESOLUT ION
- BITRATE

- ASPECT RATIOD
- SAMPLING RATES
c 4:2: 0
s g4:ip:2
- DATA

* TIMECODE
* PROGRAM GUIDE



PROGRAMING OFPT IONS

* LEGAL

DISH NETHORK (HWHITH SUBSCRIPTION)
DIRECTY (WITH SUBSCRIPTION)
PROGRAMING FROM AROUND THE HORLD
PES ON AMCS3

MUSIC ON DISH NETHORK AND BEV
LOCAL STATIONS THAT ARE FTA
WILDFEEDS

BACKHAULS

* ILLEGAL

DISH NETHORK (WITHOUT SUBSCRIPTION)
DIRECTV (WITHOUT SUBSCRIPTIONMN)



APPLIED USE

MHERE ARE THE HWEAKMNMESSES™?

D55 - DIRECTV

- HISTORY OF HWEAK PROTECTION
- RECENTLY TURNED OFF THE HU STREAM
- P4 RUMORED TO BE DEFEATED

- ONE STRENGTH IS5 THAT THEY HAVE
CONTROL OVER THE HARDHWARE THAT IS5
COMPATABLE HWITH THE DSS5S 5YS5TEM

- OUTSIDE OF THE SCOPE OF THIS TALK.
- A LOT OF INFORMATION OMN THE HEB.



APPLIED USE

MHERE ARE THE HWEAKMNMESSES™?

° DVWEB-5S

USED BY DISH NETHORK AND BELL
EXPRESS VYU IN NORTH AMERICA

“"PLASTIC HACKING®*

* REPROGRAMING ACCESS CARDS

- VERY LITTLE HARDWARE NEEDED
- SO0FTHARE IS AVAILABLE ONLINE

EMULAT ION

* STMILAR TO PLASTIC: BUT A COMPUTER IS
USED TO CONTROL HWHAT DATA IS
TRANSFERRED BETHEEN THE TIRD AND THE
ACCESS CARD

AVER

°* HARDHARE THAT GOES INBETHEEN THE
ACCESS CARD AND THE CARD S5LOT IN AN
ATTEMPT TO CONTROL HWHAT DATA IS
TRANSFERRED BETHEEN THE IRD AND THE
ACCESS CARD



APPLIED USE

MHERE ARE THE HWEAKMNMESSES™?

° DVB-5 (conTINUED)

- DVBE-5 PC INTERFACE DEVICES

* PCTI OR USEB DEVICES THAT ALLOW A PC
WITH THE CORRECT S50FTHARE TO VIEW DVEB
PROGRAMING.

- SO0FTHARE EXISITS THAT EMULATES THE ACCESS
CONTROL HARDHARE

- FIRMHARE HACKING
* PRACTICE OF ALTERING THE FIRMHWHARE OF A

DVB-5 IRD 50 THAT IT INCLUDES ACCESS
CONTROL HARDHWHARE EMULATION S0OFTHARE



APPLIED USE

HWHHERE ARE THE HEAKNESSES™

DVB-5 PC INTERFACE DEVICES




APPLIED USE

MHERE ARE THE HWEAKMNMESSES™?

* VIDEOCIFPHER 2

ANALOGUE SYS5TEM STILL USED FOR
CONTENT DELIVERY IMN NORTH AMERICA

INVOLVES MODIFYINMG THE DESCRAMEBLER
MODULE

CHECK INTERNET FOR DETAILS



APPLIED USE

MHERE ARE THE HWEAKMNMESSES™?

* USING A LEGAL SUBSCRIPTION TO
GET DIGITAL COPIES

- HWHILE NOT TECHINCALY SIGNAL THEFT: IF Y0OU CIRCUMVENT
A COPY PROTECTION DEVICE: %Y¥0OU ARE BREAKING US LAM

- PVYR DEVICES (LIKE TIVvD) STORE

PROGRAMING DIGITALY ON THEIR STORAGE
MED IA

* THERE ARE HMANY HARDHWARE AND SOFTHARE
HACKS AVAILABLE FOR THE DIFFERENT
TYPES OF PVR DEVICES

- DIGITAL OUTPUTS

* AUDTO
* FIREWIRE™

°* FIND ANMOTHER SOURCE

- THERE IS A FREE T0O AIR S5TATION FOR
EVERY MAJOR NETHORK INM THE USA

- HILDFEEDS



GETTING STARTED

°* USED BUT USEFULL HARDHARE CAN BE
OBETAINED FOR LITTLE TO NO COS5T

- ASK FRIENDS AND FAMILY
- LOOK IN ¥YOUR OWN AREA

*RESIDENT IAL ARES BUILT 1IN
THE 7TO05 AND 505 ARE A GREAT
SOURCE

* TNDUSTRIALA-COMMERCIAL AREAS
- SHAP MEETS AND FLEE MARKETS

° MO NEED TO BREAK THE LAWK AND
STEAL HARDWARE: THERE IS PLENTY
oOuUuT THERE THAT PEOPLE HWILL GIVE
YOUu.



GETTING STARTED




GETTING STARTED




GETTING STARTED




GETTING STARTED

* USED IRDS ARE OFTEN VERY USEFUL

- ANALOGUE

*LIMITED USE

* CHECK FOR VIDEOCIFPHER 2 MODULE
- DIGITAL

* MOST DIGITAL IRDS ARE GOOD

* CHECK OUT THE TECHNOLOGY THEY
ARE USING BY LOOKING FOR LOGOS

* PRIMESTAR IRDS ARE USELESS BUT
THE DISHES ARE GREAT

* DO YOUR HOMEWORK BEFORE YOU
SPEND MONEYF



HHERE T0O GET MORE
INFO

http://www.directv.com/
http://www.dishnetwork.com/
http://www.expressvu.com/
http://ekb.dbstalk.com/
http://www.satforums.com/
http://www.faqgs.org/fags/Satellite-TV/TVRO/
http://www.dvb.org/

http://www.lyngsat.com/
http://coolstf.com/mpeg/



THANKS

MY FATHER FOR INTRODUCING ME TO S5AT
BACK IN THE DAYF

MY MOTHER FOR SAYIMG THAT S5SHE HWILL
COME BAIL ME OUT OF JAIL IF I GET
ARRESTED AT DEFCON: BUT ONMLY IF IT IS
BECAUSE OF HWHAT I SPOKE ONF ]

THE GUY¥S5 AT DCSO01 AND 26005LC ESP
OLDSKOOLS AND ADREMALINME FOR TEACHING
ME ABOUT WVWARIOUS SAT TOPICS?

GRIFTER FOR GETTING ME THAT GIG LAST
WEEK 50 THAT I <COULD AFFORD TO COME TO
VEGAS FOR DEFCONT

THE EFF FOR KEEPING THE INTERNET FREETF
AND IF I DO GET ARRESTED FOR SPEAKING
ON THIS» LEGAL ASSISTANCE: I HOPE.

ALL THE DEFCOM 5TAFF FOR PUTTING ON
SUCH A GREAT CONFERENCE YEAR AFTER
YEART

THE CURRENT US ADMINISTRATION FOR
REMINDING U5 HOW GREAT THE FREEDOMS HE
ONCE HAD HERE.
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