


The XSS Epidemic: Discovery, disclosure, and remediation






In case you didn't know...

« Cross-site request forgery, CSRF, XSRF

— |In essence, the attack forces another user's
browser to do something on your behalf

— |If that user is an authenticated user or an
administrator on a website, the attack can be
used to escalate privilege

— We're of the belief that, much like its XSS cousin,
failure to mitigate this vulnerability through
secure coding practices borders on the negligent






CSRF: Yeah, it still works...

« We'll show you how to prevent it later...

* ...but we’'d rather show you how to
break things with it



CSRF: Yeah, it still works...

« A common argument from vendors /
developers who don’t want to fix CSRF vulns

when we report them
— Someone has to click a link, it’s their problem if they do

« Here's a secret
— Everyone clicks links
« Just ask the CEO of StrongWebMail who's

out $10,000
— $3300 of which is in Mike’s pocket right now






CSRF: Yeah, it still works...

See the form variables / parameters (and a lack of formkey / token) and you're a simple script away from “making use of the opportunity”


















CSRF: Linksys said what!?

“We can’t reasonably prevent CSRF’s without bogging down our
code. The compromise we had made here is to have a timeout
on the web interface, so users are logged out after 10 mins of
inactivity. We have also advised users to not click on suspicious
links while logged in to the web interface, or close the web
interface as soon as they are finished configuring the router.”



CSRF: Linksys WRT160N

VIDEO



CSREF: Linksys, Netgear...blah, blah, blah

. With few exceptions, they’re all vulnerable to CSRF
. Why is this is bad?






CSRF: Dokeos
« CVE-2009-2005

* Customers include
— Securitas
— MCI
— Red Cross France
— Belgian Defense Agency

* One million users

VIDEO



CSRF: osCommerce

* CVE-2009-0408

* allintext:powered by oscommerce
— 9,330,000 results

* Discovered this one while picking on
McAfee Secure and other trustmark
providers.

VIDEO












None of these approaches will sufficiently protect against CSRF!



CSRF: Mitigations and resources

« CAPTCHA
— Attacker must know CAPTCHA answer
— Assuming a secure implementation

 Re-Authentication

— Password Based
« Attacker must know victims password
* |If password is known, then game over already!

— One-Time Token
» Attacker must know current token
» Very strong defense!

* Unique Request Tokens

— Attacker must know unique request token for particular
victim for particular session

— Assumes token is cryptographically secure and not

disclosed.
e /Aaccniintg?anth=AR79AKfdfaewl7Aanrde

Content courtesy of OWASP



CSRF: Yeah, it still works...

Q&A

SEE YOU THERE!
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