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» VISTA Preview - vista.utah.gov
www vista utah gov/preVISTA ica
Desconocido - Version en HTML
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Mac Login - vista utah gov
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Desconocido - Version en HTML
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|ng - filetype:txt InitialProgram
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filetype:txt remoteapplicationmode
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access.powertech.com.au

remoteapplicationmode:i:1. server port:i:3389. authentication level:i:0. allo
smoothing:i:0. promptcredentialonce:i:1. gatewayusagemethod:i:2.
gatewayprofileusagemethod:i: 1

https://access.powertech.com.au/rdp/l ogon.rap







verbosi,’cg

* Cowf -files are too verbosity
—nternal (P Address
—Users § encrypted passwords
—Internal Software

—Perfect for APTS
* 0-day exploits
* evilgrade attacks
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* Attacker cawn:
—modify conf files
—GENErAte ErvYOor VAESSAYES

el

Fingerprinting all software

. Exampte: C.A.C.A.



owmputer Assited Cltrix APPS

CitrixFingerPrinting
Files
ICA File
Aplicattions File
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Hash Stealing

* Modify the Cont file
* Run a remote app tn a rogue Server
* Sniff the hash



Playing the Plano
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Playing the Plano

* Too many Links
—Speaiau,g running on
* Too many evwiromment variables



Playing the Plano

* Too many shorteuts
— Ctrl + h - web History
— Ctrl + n - New Web Browser
— Shift + Left Click - New Web Browser
— Ctrl + o - Internet Addres
— Ctrl + p - Print
— Right click (Shift + F10)
— Save lmage As
— View Source
— FL —jump to URL...



Playing the Plano

* Too, Too, Too many shoreuts:

. S’c’wl@gj Keys
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MLALWMUIA Exposure Paths

* There are as many paths as
pulbished apps

* Bvery app is a path that could drive
to elevate privileges

* Complex tools are better candidates



Excel as a Path

* Office Apps are complex

* Too many security policies
—Necesary to donwload extra GPOS

* Too many systems by default
—No Security GPOs

LLowing non-signed Macros
Lowing third-part-signed macros

Llowlng CA to be added
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Software Restriction Policles

Forbidden apps
—Via hash
—Via path
* App Locker
—Using Digital Certificates
* ACLs

reemdad



Software Restriction Policles

* Tpoo many consoles

* Bven consoles from other OS









Start the 11 World Way

Find a bug tn a DHS Computer
* qetting to the OS
* Stng awn excel file with a rogue CA

* qewnerate awn attacking URL in the
CRL to attack... China

« Send a digital signed-excel file...
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